Physical Side-Channel Attacks and
Covert Communication on FPGAs

Seyedeh Sharareh
Mirzargar

and 7 ) 5|

B

I )

*(_: ﬂ i % =

W.Jl l |
l;LIf‘ [ ]

Mirjana Stojilovic

™ Peiiechniaue B S Barcelona, Spain
fédérale

de Lausanne s —ixi‘ — T T E. September 10, 2019




Field-Programmable logic and Applications

Conference on

B FPL19: International

Introduction

@ﬁe«

0000T

= Application space
keeps growing
» FPGAS run secure

primitives and deal
with sensitive data

Targets of security
attacks since a while
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= Cloud providers now offer FPGAs

= Growth in FPGA application
space inspires discovery of new
vulnerabilities

Which of the vulnerabilities are
due to FPGA physical properties?
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